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DYNAMICAL ANALYSIS OF A THREE-COMMUNITY MODEL FOR
MALWARE TRANSMISSION

ZIHENG CHENG, HANQING HU, TENG MA, HUANGJIE ZHENG

ABSTRACT. Malware transmission remains a serious threat to computer networks, particularly in
heterogeneous environments. We propose a three community SIP model (Susceptible-Infected-
Protected) that includes both intra and intercommunity transmissions. The basic reproduction
number Rq is derived using the next-generation matrix method and serves as the threshold
between extinction and persistence of malware. Analysis shows that the malware-free equilib-
rium is globally stable when Rg < 1, while an endemic equilibrium exists and remains stable
when Rg > 1. Numerical results support the theory and highlight that stronger protection and
limited cross-community connections can effectively suppress malware spread.

1. INTRODUCTION

The Internet has become an integral part of modern human life. We rely on it almost everywhere
we go—to stay connected with family and friends, access information, and keep up to date with
global news. However, alongside the rapid advancement of Internet technologies over the past few
decades, the threats posed by malware and online rumors have grown increasingly severe. As a
result, the security of legitimate networks is constantly under threat.

Malware, short for malicious software, refers to programs intentionally designed to disrupt,
damage, or gain unauthorized access to computer systems. Common types include worms that
replicate autonomously, ransomware that encrypts user data for extortion, and botnets that hijack
large numbers of devices for coordinated attacks [2,[8]. Over the past two decades, outbreaks such
as Code Red (2001) [32], WannaCry (2017) [1], and NotPetya (2017) [I5] have demonstrated how
rapidly malicious code can spread across global networks, causing enormous economic and security
losses [28]. Given the increasing interdependence of digital infrastructures, understanding the
transmission dynamics of malware has become essential for designing effective defense mechanisms.

From a security perspective, the malware spreading phenomenon is analogous to an epidemic
process [3], in which informed nodes disseminate malicious information to their neighbors [23].
To study these dynamics, researchers have adapted epidemiological models from mathematical
biology [13]. Traditional epidemic models such as SI, SIS [22], SIR [20] and SIRS [I6] classify
individuals into compartments (susceptible, infected, recovered) and describe transitions between
these states. By analogy, the computer nodes in a network can be modeled and analyzed in a
similar way [5], [7], [25].

However, the transmission dynamics of computer malware differ fundamentally from human
biological diseases. In human epidemics, recovered individuals typically develop antibodies, grant-
ing them temporary or permanent natural immunity against reinfection. In contrast, when a
compromised computer is disinfected and the malware is removed, it does not acquire any nat-
ural immunity; instead, it immediately reverts to the susceptible state, facing an instant risk of
reinfection [19]. To effectively mitigate this risk, computer networks must rely on artificial de-
fense mechanisms such as firewalls, security patches, and intrusion prevention systems [9] [14] 26].
Consequently, in this study, we adopt the SIP model, consisting of the susceptible (S), infected
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(I) and protected (P) nodes. Susceptible nodes (S) are vulnerable to infection, infected nodes (I)
actively spread malware, protected (P) state explicitly characterizes nodes that are selected and
fortified by these network defense mechanisms. Unlike the ‘recovered’ state in traditional epidemi-
ological models, the protected state emphasizes technical defense and immunization, capturing the
fact that protection may degrade over time and therefore differs from permanent recovery. This
framework provides a more realistic representation of the defense of a computer network.

While previous studies have explored malware propagation using various compartmental mod-
els, they predominantly focus on homogeneous settings or single, isolated networks [4] [T}, 29].
Real-world digital infrastructures, however, are fundamentally compartmentalized into intercon-
nected subnetworks or communities [I7), 2] such as corporate departments, university faculties,
geographically distributed data centers, or even national networks subject to cross-border restric-
tions. These communities typically exhibit heterogeneous connectivity patterns and protection
policies. Malware transmission in such environments is strongly influenced by intercommunity
links, which may act either as channels that accelerate spread or as barriers that mitigate trans-
mission [6]. To the best of our knowledge, this study is the first to establish a realistic three-
community SIP model that comprehensively captures both intra-community and inter-community
malware transmission dynamics. Furthermore, this mathematical framework is highly scalable
and can be generalized to scenarios involving an arbitrary number of communities. By seamlessly
integrating structural heterogeneity and realistic defense mechanisms, our work provides a valid,
rigorous, and adaptable theoretical environment for analyzing malware propagation and designing
targeted security interventions in complex network topologies.

A central concept in epidemic modeling is the basic reproduction number R, which quantifies
the expected number of new infections caused by a single infected node in a fully susceptible envi-
ronment [I0]. For malware transmission, Rq serves as a threshold: if Ry < 1, malware dies out; if
Ro > 1, infection can persist and potentially spread across all communities[27]. By analyzing the
next-generation matrix associated with the three-community system SIP, we derive Rq and use
it to evaluate the conditions under which malware outbreaks can be prevented or controlled. To
complement the theoretical results, numerical simulations are conducted, illustrating how hetero-
geneity influences transmission speed, outbreak size, and long-term persistence. Simulations also
highlight how strengthening community-specific protection measures or reducing cross-community
infection rates can effectively reduce Rg and drive the system toward eradication of malware.

The remainder of this paper is organized as follows: Section 2 describes the three-community
SIP model, including assumptions, parameter definitions, the heterogeneous mean-field degree
formulation, and the full system of equations. Section 3 presents the main analytical results:
positivity and invariance of solutions, derivation of the next-generation matrix and the basic
reproduction number Ry (with the characteristic-polynomial reduction into P(A\) and Q(\)), and
stability analysis of the disease-free equilibrium. Section 4 provides numerical simulations.

2. MODEL DESCRIPTION

When studying malware transmission on networks, computers or devices are represented as
nodes, and the communication links among them are represented as edges. In the context of
multiple communities, each community can be viewed as a subnetwork, while inter-community
connections capture cross-community interactions such as the use of USB devices, VPN access, or
other data exchanges.

To precisely characterize the structural connectivity within each subnetwork, we adopt the foun-
dational concept of “degree” from network science. The degree k of a node is defined as the number
of adjacent nodes directly connected to it (i.e., its immediate neighbors). In real-world network
scenarios, this concept maps naturally to various systems: for instance, in the World Wide Web,
the degree of a website represents the number of other sites linked to it via hyperlinks; in a com-
puter network, it corresponds to the number of devices—such as other computers, servers, or data
transmission peripherals like USB drives—directly connected to a specific host machine. Given
that real-world networks exhibit varying scales and levels of structural complexity, node degrees
can span a wide range and become exceptionally large in complex topologies. To accommodate
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this structural heterogeneity while maintaining mathematical tractability, we introduce n4, npg,
and no to represent the maximum node degree within subnetworks A, B, and C, respectively.
Consequently, the range of the degree k for any node in community X € {4, B,C} is bounded
by 1 < k < nx, where the exact value of the upper bound nx is intrinsically determined by the
specific empirical network under consideration.

Malware transmission can be categorized into intra-community and inter- community processes.
For intra-community transmission, we adopt the heterogeneous mean-field theory, which assumes
that nodes with the same degree are statistically equivalent and equally likely to connect with one
another. For inter-community transmission, we assume that all nodes within a community have
the same risk of infection and the same probability of exposure when interacting with infected
nodes from other communities.

We now consider a three-community system, where each node can exist in one of three possible
states: Susceptible (S), Infected (I), or Protected (P). Susceptible nodes are vulnerable to infection,
infected nodes are both compromised by malware and capable of spreading it, and protected nodes
are temporarily immune until their protection expires. We assume that the defense mechanism
of each submnetwork selects nodes to be protected with a fixed probability at each time step,
regardless of their degree. Protected nodes lose their protection at a uniform rate and return
to the susceptible state. The inter-community transmission and intra-community transmission
processes are illustrated in the following figure.

T
—
Susceptible ® .|:!'u"-"' ' ::.@“J'.
< —

FIGURE 1. Intra-community Transition

According to our previous heterogeneous mean-field assumption, we can view the nodes in the
same community with the same degree and in the same state as equivalent. Thus, we let s;j denote
the density of susceptible nodes with degree k in community A, if the density of infected nodes
with degree k in community A, and pi' the density of protected nodes with degree k in community
A. Similarly, we define s, iB, pB for community B, and s{, i{, p{ for community C.Since we
aim to consider both inter-community and intra-community transmissions, we introduce «; as the
proportion of inter-community transmission between B and A, as as that between C and A, f3;
as that between C' and B, (2 as that between A and B, d; as that between A and C, and J, as
that between B and C. Therefore, the proportions of intra-community transmission are given by
1 — a1 — ag for community A, 1 — 51 — B2 for community B, and 1 — §; — d2 for community C.

Now we have constructed the model based on our assumptions. The parameters of this model
are listed in Table 1.

Table 1: Description of the model parameters.

Parameter Description
T4 >0 Transmission probability from an infected node to a susceptible node
in community A through network contact.
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Parameter Description

T8 >0
o >0
opa >0
oag >0
ocp >0
opc >0
ogac >0
oca >0

wa >0
wp >0
we >0
va >0
v >0
Yo >0
na >0
ng >0
nc >0
0§a1§1

Transmission probability from an infected node to a susceptible node
in community B through network contact.

Transmission probability from an infected node to a susceptible node
in community C' through network contact.

Transmission probability from an infected node in community B to a
susceptible node in community A through inter-community contact.
Transmission probability from an infected node in community A to a
susceptible node in community B through inter-community contact.
Transmission probability from an infected node in community C to a
susceptible node in community B through inter-community contact.
Transmission probability from an infected node in community B to a
susceptible node in community C' through inter-community contact.
Transmission probability from an infected node in community A to a
susceptible node in community C' through inter-community contact.
Transmission probability from an infected node in community C' to a
susceptible node in community A through inter-community contact.
Recovery rate of infected nodes in community A.

Recovery rate of infected nodes in community B.

Recovery rate of infected nodes in community C.

Immunization rate of susceptible nodes in community A.
Immunization rate of susceptible nodes in community B.
Immunization rate of susceptible nodes in community C'.

Rate at which protected nodes lose protection in community A.
Rate at which protected nodes lose protection in community B.
Rate at which protected nodes lose protection in community C.
Contribution of malware transmission from community B to commu-
nity A.

Contribution of malware transmission from community C' to commu-
nity A.

Contribution of malware transmission within community A.
Contribution of malware transmission from community C' to commu-
nity B.

Contribution of malware transmission from community A to commu-
nity B.

Contribution of malware transmission within community B.
Contribution of malware transmission from community A to commu-
nity C.

Contribution of malware transmission from community B to commu-
nity C.

Contribution of malware transmission within community C.
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FIGURE 2. Transmissions

The equations of the system based on our model are as follows:

é‘,j = —alogAs,?iB — QQUCAS]?iC —(1-a1— ozg)k:TAst);4 — ’yAs‘;;1 + 77AP7? + wAi‘,?
i’;: = alaBAs‘,?iB + 0420(;,45‘,?@'(; +(1—a — ozg)kTAs,?@f‘ — wAi,’?

PR = vasi — napj!

$f = —Procpspic — Paoapsfia — (1 — B — Bo)kTpsp OF — ypsy + nepp +wpip

"B B - B BB -B
iy, = 10cBSyic + Baoapsyia+ (1 — 1 — Bo)kTps; ©F —wpiy

. (2.1)
Pi =7BSk — NP
Sg = —510Acsgi,4 - 520308kci3 - (1 - (51 - 52)167'085@1-0

- ’}/ng + ncpkc + wcikc
if, = 8104085 ia + 620pcsyip + (1 — 01 — 82)kTosy, ©F — weif
P =08y — neps

where (j)a =3, jP;* denotes the expectation of how many edges one node has in the sub-network

. AiA
of community A and ©# = Ejé# denotes the probability that a randomly chosen edge in the
sub-network of community A points to an infected node within the same community . Similarly,
kpPPil IPCif
k 1

represent the corresponding expectations and probabilities for communities B and C| respectively.
The total density of infected nodes in each community is defined as

ia=>Y Plitipg=> PPific=> P, (2.3)
k l

J

where P]A, P,f, and PlC denote the degree distributions of communities A, B, and C, respectively.
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Since i4 = Z PAi4 we have ig = Zj Pf‘if. Given that 234 = 04103,48}42‘3 + agaoAs;‘ic +

R
(1-—aq— OéQ)]TASA@A A

—walj we obtain
. . . . AANA .
iA=10BASAIE + asocasaic + (1 — a; — a2)(j)aTaOLO! — waia,

A_A
Where@f:is,ﬁl_z PAA

(7)a
Similarly, since O = Zjé# we can derive

Z j2PA A

@;4 = alaBA@fiB + OézO'CA@?Z'C + (1 —Qaq — Ozg)TA <]>A % @A — wAG)A

In the same way, for communities B and C, we have

ip = Biocpspic + Baoapspia+ (1 — Br — o) (k) ppOCOF — wpip,

Dok kZPESkB
(k) B

ic = 0610408cia+ 020pcscip + (1 — 81 — 82) (1) o705 OF — weic,

2 lQPzCSzC
e

OF = B1ocpOPic 4 B204508ia + (1 — B1 — Bo)7B 0F —wpe?P,

@ZC = 510Ac®fi,4 -+ 520'Bc®sciB —+ (1 — 01 — (52)7'0 @ZC - wCGiC.

where

kPBsE IPFs¢
C_)E Zk(k k Z-Pk Sk,GC Zl< l Z}Dl Sz .

We list the meanings of these newly emerged variables in Table 77.

Table 2: Description of some newly variables.

Variable Description

PJA Distribution of nodes with degree j in the sub-network of commu-
nity A.

PB Distribution of nodes with degree k in the sub-network of commu-
nity B.

Plc Distribution of nodes with degree 1 in the sub-network of commu-
nity C.

ia Total density of infected nodes in community A.

iB Total density of infected nodes in community B.

ic Total density of infected nodes in community C.

Sa Total density of susceptible nodes in community A.

sB Total density of susceptible nodes in community B.

sc Total density of susceptible nodes in community C.

(j)a Expectation of how many edges one node has in the sub-network of
community A.

(kYp Expectation of how many edges one node has in the sub-network of
community B.

e Expectation of how many edges one node has in the sub-network of
community C.

o Probability that a randomly chosen edge in the sub-network of com-
munity A points to an infected node within the same community.

S Probability that a randomly chosen edge in the sub-network of com-
munity B points to an infected node within the same community.

@ic Probability that a randomly chosen edge in the sub-network of com-
munity C' points to an infected node within the same community.

o4 Probability that a randomly chosen edge in the sub-network of com-

munity A points to an infected node within the same community.
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Variable Description

el Probability that a randomly chosen edge in the sub-network of com-
munity B points to an infected node within the same community.
e¢ Probability that a randomly chosen edge in the sub-network of com-

munity C' points to an infected node within the same community.

Putting together the equations mentioned above, we have:

ia=10BASAIE + a0casaic + (1 — a) — a)(j)aTaO2ON —waia,
ip = Procpspic + Beoapspia+ (1 — 1 — Bo) (k) pTpOFOF — wpip,

720 = 51(7Acsci,4 + 5203080i3 + (1 - 51 — (52)<l>c7'c@§@ic — wcic,

: >, 57 Pfst
O = 105aOLip + 020040 ic + (1 — oy — az)mﬁ@f —wa02, (2.4)
. kQPBS
OF = BrocpOlic + f204Olia + (1 — 1 — B2)75 i B ok F —wpOf,
B
. ) . I2PFs
@ZC = 510,40@?2,4 + 52030@513 + (1 =61 —d9)1C0 2 <l>; L G)lc — wc@ic-

3. MAIN RESULTS

This section focuses on the dynamical analysis of the proposed model, including the proof of
solution positivity and the derivation of the basic reproduction number.

3.1. Positivity of solutions. The following analysis concerns the positivity of the proposed
model. For simplicity, the differential equations governing the susceptible computers are omit-
ted(because the total number of devices in the community remains unchanged), and we focus
instead on the relative densities of the protected and infected nodes. Define the state vector

Y4 _ -A A - A A A
Y(t)_< Z1)7'27"'7271,14 ) p17"'7pnA 9
N———— —_——
infected in community A protected in community A
B :B B B
i s s lng , DLy sDPng ,
——— ———
infected in community B protected in community B
T
-C -C C C
Uy lng s Piye s Png ) s
—— ————

infected in community C protected in community C

which collects the densities of infected and protected computers in all communities at time ¢. Obvi-
ously, the components of the state vector Y (¢) correspond to the variables of the three communities
as follows:

Yitonatny =pP(t), 1=1,...,np,
Yiionatons =io(t), m=1,...,nc,
Yintanatansine = Pol(t), m=1,...,nc.
Theorem 3.1. If the initial value of system (2.1) satisfies

2(na+np+nc)

Y(()) € A2(nA+nB+nc) = H [07 1])

i=1
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then for any t > 0, we have
Y(t) € AQ(TLA+TLB+7LC)'
Moreover, As(y , 1ny+ne) i85 a positively invariant set of system (2.1).

Proof. First, define the boundary of the region Ay, , 1y 4ne) a8
N = {?(t) € Mo(nytnp+no)  Yi = 0 for some z‘},
OA? = {?(t) € Ao(natnpine) i Ys =1 for some i}.

According to [30], if a compact set  is invariant for the system & = f(z), then for all x € 99,

the vector field f(z) does not point strictly outward, i.e., its projection along the outward normal
vector is nonpositive (it points inward or is zero).

In one-dimensional cases, the outward normal vectors are defined as
i
——
&=-¢¢=(0,...,—1,...,0),
where &' corresponds to the boundary Y; = 0, and &2 corresponds to Y; = 1.
Using system (2.1), we compute the inner product on the boundary A! as follows:

d? "B nc
dt ly,—o § = —(1=Yien,) [alUBA Z PPYjion, +a20ca Z PCYj b ona+2ns
= - 2
= G
(1—a1 —ag)ita A " _
+ <k> Z']P] Y]:| SO’ Z:]‘?"'anA7
A =
J#i
dy ‘
Ey.fo.filz_’yA(l_Y’i*nA)gov t=n4a+1,...,2n4,
d? 1 nc c na "
dt lv,=0 G = (1= Yitns) {ﬁlJCB ij Yitonatons + B20aB ZPj Y;
= s 2
i i
1— By — Bo)iry 22
+ ( 5<1k> B2)iTp ZjPJBYj“"A] <0, i=2na+1,...,2n4+ng,
B —
i
dy . .
dt Y.fo.gi =—v8(1 =Yi_ny) <0, i=2na+np+1,...,2n4+2np,
d? nA np
@ byoo 6 =~ =Yoo [B10ac 3 P, + 8am0 3 P Vian,
(o — —
]j#i Jj;éi
(1 =01 — 62)iTe <~ .
T (ke Z']P]CYj+27LA+2nB:| <0,
c =
JFi
i:2nA+2nB+1a"'72nA+2nB+'fLC,
ay .

E Y‘fO' fz = —’yc(l — Y;—nc) <0, i=2nga+2ng+nc+1,.. .,2(’/1,4 +npg —|—Tlc).

Similarly, on 9A? we have:

ay
E’Y 1'6,?:—UJA<O, i:1,...,nA7
dy
Eyﬂ-g?:o, i=na+1,...,2n4,
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ay

dt Y-—1.£i2 =-wp<0, 1=2n4+1,...,2n4 +ng,

dy

dt Y-—1.fi2 =0, 1=2na+np+1,....2n4 +2np,
ay ) '
o Y»—1.§i =-—wc <0, i=2na+2ng+1,...,2n4 +2np +nc,
dy 2 .
o Yil.ﬁi =0, i=2na+2ng+nc+1,...,2(na+np+nc).

Therefore, for any initial condition
2(natnptnc)
Y(O) < A2(”A+”B+nc) = H [07 1],

i=1

the trajectory satisfies
2(na+np+nc)
Y(t) € A2(nA+nB+nc) = H [07 1]7

i=1
for all t > 0. Moreover, since i5x + si +piy = 1 for X € {4, B,C}, we have sy € [0,1]. Thus, the
solution of system (2.1) remains within the region Az, , 4ny+4ne) for all £ > 0. This demonstrates
that Ag(n,4np+ne) 1S @ positively invariant set of system (2.1). O

3.2. Basic reproduction number and stability of the disease-free equilibrium. Lineariz-
ing the system around the disease-free equilibrium (DFE), we obtain the compact matrix repre-
sentation
w=(F-V)w, w=(ia ip ic 0} ©F e9)", (3.1)

where F and V are the transmission and transition matrices, respectively. At the DFE, because
of pt = pP = p{ = 0, the susceptible densities satisfy
A nA B _ B c Ule}
S =, S =——, § = _——.

nA + 74 1nB + VB nc + ¢

Accordingly, the transmission matrix is

0 o1 faopa  azfacca  afata(ja 0 0
P2fBOAB 0 prfBocs 0 Bfpre(k)s 0
o1fcoac  d2fcope 0 0 0 §ferell)c
F= 0 a1faopa aafacca  afarallls 0 0 (3.2)
~ 2
Bofpoas 0 Bifsocs 0 Bfors s 0
d1fcoac d2fcope 0 0 0 dfere <<ll>>c(~j
with
fx=—— Xe{ABC} a=1-ai—ay [B=1-fi—f =1-06 -0,

Cox
V = diag(wa,wn, wc,wa,wn, we).

Following the next-generation matrix approach, the basic reproduction number is
Ro = p(Fvil)v

where p(-) denotes the spectral radius. Introducing the block decomposition

(M D, o1 (MVE DV
F_<M Dz)’ K=FV _(lel D,V,;1' )’



10 Z. CHENG, H. HU, T. MA, H. ZHENG EJDE-2026/69

with
0 a1facpa @afacca
M= | B2fBoaB 0 Bifeocs |,
01fcoac  d2fcope 0
D = diag(@fara(j)a, Bfa78(k) 5, dferc (),
(G*)a 7 (K)p - )¢
—— T ,OfoT .
a BIBTB 5 fete <l>c)
Applying the Schur complement [31], the characteristic polynomial of K factorizes as
det(Ag — K) = P(A)Q(A),

D, = diag(afata

where
P()\) = det(\I3 — MV 1),
Q(\) = det[A\ 3 — DoV — MV (A =MV 1D V]

Expanding P()\) gives
P(A) = A% + a1\ + ao,

with
a1BafafB asdy fafe BidafBfc
1 =—|————0AB0BA+ ————04Ac0cA+ ———0BcocB ),
WAWRB wAwWe wpwc
_ (aapidifafefc a2B202fafB fC
g = —|————————0Ac0BAOCB+ ——————————0ABOBCOUCA |-
WAaWBWC wWAWBWC

Similarly, Q()) is a cubic polynomial
QN) = N 4+ ag)\? + a| )\ + ay,

with coefficients

2 2 2
v =—(apa 200 4 gy 0 0y e ey,

(j)a (k)B we (e
OAB OBA TA OAC OCA TA
ay = —aifafafp——— -5 — by fafo——— =
waA wWp wa WA wWo wa

~ -2 k2
—BlészfC@@E+0~éﬁfAfBT—AT—B<‘7.>A< >B
wB WO Wi wawp (j)a (k)p

B

Ta 10 (7%)a (P)c B TE T (k*)B ()¢

HadAte e Gla e wswo (B ()

5 OAB OBA TA 5 OAB OBA TB
ah = o1 Bfafpfa 2B PATA oo ByBfafy AR CPATE
waA wWp WA WA WB WB

- 2, OACOCA TA = 2 OAC OCA TC
+ a2a51fAf0777 + OZQ(S(SlfAfciif
wa Wo wa wa WwWe we
)
(7°)aoBc ocB Ta

(J)a w wc wa
OAB OBC 0CA

~ oBpc O¢C T
+ B1BoafRfeBE T D L Boby fafpfo—B 2BETCA
Wwp Wc WB waA WB w¢

+aBid2fafsfc

OAC OBA OCB OAB OBC 0CA
*0415151fAfo0777 —azf202fafBfC —
A

wp wo wA wp wo
(1) (K*)B () 74 T8 TC

—aBdfafpfor _—

(Jya (k)B ()¢ wawpwe'

where X
=——— Xe{4AB,C
. nx +vx { J
Finally, the roots of the cubics (and thus the closed-form expression of Rg) can be obtained by

using the Cardano’s formula. For a cubic equation x>+ ax? + bz +c = 0, define the depressed cubic
2a° a q

Y3 +py+q=0byz=1y—a/3 withp = bfg, q= 2—77%’+c, and discriminant A = (2)2+(§)3.
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If A > 0, one real root is

yZ\&/—;}-F\/Z-Fi/—g—\/Z. (3.3)

If A <0, all three roots are real:

Yk = QHCOS(; arccos(if)ﬁ) - Qk%» k=0,1,2

It is easy to note that yo is the largest and x =y — a/3.

The transmission matrix F' (3.2) is a nonnegative and irreducible matrix. According to the
Perron—Frobenius theorem[I8], its spectral radius corresponds to the largest positive eigenvalue
of F. By analyzing the roots of the characteristic polynomials through Vieta’s relations, we find
that P(A) has one positive real root and two negative real roots, or one positive real root and two
complex conjugate roots. Only the positive real root is relevant for our analysis; let this root be
denoted by 7.

For the polynomial Q(), its three roots may consist of one positive real root and two complex
roots with negative real parts, or one negative real root and two complex roots with positive real
parts. In the first case, let the positive real root of Q(X) be r1, and the basic reproduction number
is then Ry = max(rg, r1). In the second case, the largest positive eigenvalue comes from P(\),
and hence Rg = ry.

Remark 3.2. To provide a more intuitive understanding, we briefly discuss the physical signif-
icance of the basic reproduction number Ry. In the context of computer network security, Ro
represents the expected number of secondary malware infections generated by a single compro-
mised node introduced into a fully susceptible multi-community network during its entire infectious
period. The threshold Ry = 1 naturally separates the extinction and persistence of the malware.
From the structural composition of matrices F' and V, as well as subsequent sensitivity analysis,
several key influencing factors of Ry emerge:

G*a ()b e iy
(Gra (k)s >’ [OFe

the matrix Ds, Rg is profoundly amplified by degree heterogeneity. High-degree nodes (hubs) act
as super-spreaders, disproportionately accelerating malware propagation within their respective
communities.

Intra-community vs. Inter-community Transmission: While cross-community links (oxy)
provide bridges for the malware to invade secure subnetworks, intra-community infection rates
(Tx) generally exert a more dominant marginal effect on Rg. A localized outbreak in a highly
vulnerable community can elevate the overall systemic risk.

Defense expiration rate: The protection loss rates (nx) directly modulate the pool of sus-
ceptible devices. An effective defense strategy must not only isolate infected nodes but also extend
the effective duration of technical immunization to continuously suppress Rg.

Network structural heterogeneity: As reflected by the terms and

Theorem 3.3. If Ry < 1, then the disease-free equilibrium (DFE) of system (2.4) is locally
asymptotically stable.

Proof. For the original system (2.1), it can be verified from the model formulation that the equa-
tions satisfy the biological consistency conditions (A1)—(A5) as described in [27]. According to
cite[Theorem 2]van2002, when Ry < 1, the DFE of the infection subsystem (2.4) is locally asymp-
totically stable; whereas when Ry > 1, the DFE becomes unstable. O

Theorem 3.4. Assume that for each community X € {A, B,C?}, the parameters satisfy

nNx 2 wx.

If the basic reproduction number Ro < 1 and the endemic equilibrium (if it exists) is unstable within
the feasible region, then the disease-free equilibrium Eqy of system (2.1) is globally asymptotically
stable in the feasible region

nx
A3(nA+nB+nc) = H H[O, ].]3

Xe{A,B,C} k=1



12 Z. CHENG, H. HU, T. MA, H. ZHENG EJDE-2026/69

Proof. For any community X € {4, B,C} and degree class k, we have
sk () + i (1) +pi (1) = 1,
so we can eliminate all 4% by writing
ik =1-sp — Dk

Substituting this into system (2.1), we obtain an autonomous system in terms of

{GEp) el AGE el {6E )1,

§8t = —anopasii® — anocasiti® — (1 — a1 — a)kTastON — yasi + napi
—|—w,4(1 — 5,? —p,‘?),
pﬁ :fyAs‘,;1 anpﬁ, k=1,...,n4,
$1 = —ProcpspiC — Baoapspit — (1= B1 — B2)kTpsy ©F — vBsi + nppp
+wp(l—sg — i), (3.4)
pkB :'yBskB —ankB, k=1,...,np,
50 = —010acsS it — ba0p0s{iE — (1 — 61 — 02)kress OF — vyos + nept

+WC(1755 7pkc)7
ka:’chg_ncpg7 k:17"‘7n07
where

na nf k‘PA(l—SA—pA)
,L'A _ PA 1— SA o pA , @A _ Zk—l k k k ,
; k ( k k) i <k>A

SR kPP (1 s — pf)

‘B _ PB(1_sB_ B , @? :
PP OF

< WSy kPC (1= s —pf)
C_ PE(1 — s — p9), @?:Zk_1 k k k)
g ]; k ( Sk pk:) <k>C

By Theorem 3.1, A3(;,,4np4ne) 18 @ positively invariant set of the original system. Because
of the variable relations between (2.1) and (3.4), Aogn,4npineo) IS @ positively invariant set of
system (3.4).

We denote the right-hand side of (3.4) by

z = G(Jf), T e A2(nA+nB+nc)a
where x consists of all (st ,ka ). We compute the off-diagonal entries of the Jacobian matrix

DG(z). For example, in community A,

P = YaSk — napit

gives
Opj; i, A A
—= = >0, —2 =0 forxz; #s .
85? YA 8x] J # k 7pk
From (3.4), we have
é‘,j = falaBAs?iB — QQUCAS?Z'C —1-a1— ag)kTAsﬁGiA

— YaSk + NAPE +wa — wasy — wapk-
Note that 2, i, and © depend linearly on (s;X, py). In particular,

OICH B kP

= <0.
It (k)a
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Hence,
i [—(1 — a1 — OéQ)k’TASA@A} =(1-a;— ag)kQTAP—kASA > 0.
ap? k i <k>A k =

Adding the linear term

9 A

(UAP? —WADE) = NA — WA,
op
we obtain
o3 P
8].% =(1—-a;— ag)kQTAﬁsﬁ +na—wa.
k
Under the assumption 74 > w4 and si* € [0, 1], we have
A
%i 5,
Opj,
For m # k, 57 depends on s, pA only through ©2, giving
dsik PA s pPA
=(1—a; -k most >0 E—(1— a1 — ag)kmra—"sit > 0.
D51 ( a1 — ag)kmTa (k)Ask 20, Gpx ( a1 — ag)kmTa (k}ASk >
Since
i? =) PP(1-s7-p)),

we have

i _pB 9% _pB

ok~ I gl ~ T
and thus

054 054
88% = OqUBAS]?PTg >0, m% = ozloBAs,‘?Pg > 0.
m m

Analogous reasoning for (sf , pkB ) and (skc, pg) yields the same results under np > wp and ne > we.
Hence, under
nx > wx, XE{A,B,C},

and with all infection-related parameters and degree weights positive, the Jacobian matrix DG(x)
of system (3.4) satisfies

0G; ) .
> .
oz, () >0, i#]

By the definition given earlier, system (3.4) is cooperative.
From the proof of Theorem 3.1, for ifx > 0,X € {A,B,C}, trajectories starting on the

. . . . e
boundary enter the interior, so we only need to consider points in Az(nA tnptne)’ where each x

satisfies the order- preserving condition.

Consider the interior
nx
o _ 2
A2(nA+nB+nc) - H H(07 1) .
Xe{A,B,C} k=1

e For each fixed community X, all degree classes (st , pi( ) are coupled through the common
mean-field term ©;X, and the partial derivatives of §;* with respect to (s;X, i) are strictly
positive in A°, so the internal directed graph is strongly connected;

e The three communities are linked through positive inter-community transmission rates

oxy (e.g., i¥ influences é;?, i influences éf , ete.), connecting all variables into a single
network;
e Each pair (st,ka) forms a bidirectional positive feedback via p? = 'yxsi( - nkaX and

the terms nxpy, wx (1 — sp —pX) in 35

e Every point in AS(M tnptne) CAN be approximated from above and below under the partial

order.
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Constructing a directed graph with vertices corresponding to variables and edges 7 — ¢ whenever
0G;/0x;(x) > 0, the above structure ensures that for all z in Ag(nA+nB+nc), this graph is strongly
connected. Hence, DG(x) is irreducible in the interior, and the autonomous system (3.4) is strongly
cooperative on AS(nA+nB+nc)'

By Theorem 3.3, when Ry < 1, the disease-free equilibrium Fj is locally asymptotically stable
in the linearized sense.

On the other hand, under the assumption that there exists no positive stable endemic equilib-
rium, Ey is the unique stable equilibrium in A, 4 4np4ne)-

In summary we have:

e System (3.4) has a compact positively invariant set Aa(, 4 4np4ne);
e [t is strongly cooperative on the interior Ag(nA+nB+nc);
e There exists a unique locally asymptotically stable equilibrium Fj.

Thus, all the hypotheses of Theorem in [24][p57, THREOM1.2] are satisfied. It follows that the
set of all limit points of trajectories forms a set C' that contains an open and dense subset of
D. By the continuous dependence of solutions on initial conditions and the local asymptotic
stability of Ey, we conclude that the disease-free equilibrium Ej is globally asymptotically stable

on A2(”A+'”«B+”C)' O

Remark 3.5. The assumption in Theorem 3.4 that “there exists no positive stable endemic equi-
librium within the feasible region” is theoretically strong but practically necessary. In principle,
if the endemic equilibrium could be explicitly characterized and its stability further analyzed, one
could establish global behavior without relying on such a global assumption, using linearization
or comparison principles. However, in the present model, due to the three-community structure,
degree heterogeneity, and the global coupling introduced by the mean-field terms O, the system
dimension reaches 3(n4 + np + n¢), and the endemic equilibrium equations form a highly non-
linear coupled algebraic system. Hence, a closed-form expression for the endemic equilibrium is
not attainable, and its stability cannot be analyzed through standard Jacobian or Routh-Hurwitz
criteria.

In the absence of explicit equilibrium expressions, the above assumption becomes a necessary
prerequisite for applying the theory of strongly monotone dynamical systems. This necessity
stems from the structural complexity of the model rather than from any limitation of the analyt-
ical method itself. It is worth noting that although the endemic equilibrium cannot be expressed
analytically, numerical simulations show that when Ry < 1, regardless of the initial infection dis-
tribution, network degree distribution, or inter-community coupling configuration, all trajectories
converge to the disease-free equilibrium FEj, with no persistent endemic state observed. This nu-
merical evidence demonstrates that the global stability conclusion of the theorem is consistent with
the actual dynamical behavior over a wide parameter range. Therefore, although the assumption
is strong, it is both reasonable and empirically valid from the viewpoint of model behavior.

4. NUMERICAL SIMULATIONS

In this section, we present numerical investigations of the proposed model from two perspec-
tives. First, we examine the dependence of the basic reproduction number Ry on various model
parameters and perform sensitivity analysis to identify their relative influence. This helps de-
termine how parameter adjustments can effectively ensure that Ry < 1 in practical scenarios.
Subsequently, we numerically analyze the stability of the malware-free and endemic equilibria, as
analytical proofs of stability are often intractable through conventional mathematical approaches,
so we turn to numerical analysis.

Before presenting the specific simulation results, it is necessary to clarify the origin and selec-
tion criteria of the parameters used in this section. In practical network security applications,
every parameter series in our proposed model has a concrete physical interpretation and can be
estimated from empirical observation data. Specifically, the state transition rates —mamely the
recovery rates (wx ), the immunization rates (yx), and the protection loss rates (nx)— are defined
mathematically as the inverse of their respective characteristic times: the average time required to
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disinfect a compromised node, the average time to deploy a security patch to a susceptible node,
and the average effective duration of a firewall rule or patch before it becomes obsolete. Conversely,
the intra-community (7x) and inter-community (o xy) transmission probabilities are intrinsically
determined by the specific virulence of the malware and the frequency of hardware or data interac-
tions among devices. Furthermore, the proportional contribution parameters (e.g., ay, @z, 81, 82)
effectively capture the inherent attack bias of the malware, quantifying how its propagation efforts
are distributed between localized intra-community spread and cross-community breaches based on
its specific algorithmic design. However, since the primary objective of this study is to perform a
rigorous qualitative dynamical analysis rather than to fit empirical data from a specific real-world
malware outbreak, the parameters utilized in our simulations are assigned representative, sym-
bolic values based on reasonable assumptions. These values are explicitly scaled to ensure that
the system encompasses both the malware-free (Rg < 1) and epidemic (Ro > 1) regimes. This
approach allows us to systematically investigate the relative contributions of different structural
and transmission parameters to the threshold R, thereby illustrating the overarching dynamical
behavior of the three-community model.

4.1. Relationship between R, and model parameters. In this experiment, the maximum
degrees of nodes in communities A, B, and C are set to 8, 10, and 12, respectively. The degree
distributions in A, B,C are set uniform. For simplicity, we assume that the intra-community
transmission probabilities are symmetric, i.e., a3 = asg, 81 = B2, and d; = d3 = a. The parameter
¢ is held fixed, as our numerical experiments focus on examining the dependence of Ry on « and
B, and visualizing more than three varying parameters within a single figure would be impractical.
The cross-community transmission probabilities between communities are set to cpqa = oca = 0.4,
oap = ocp = 0.3, and ga¢c = opc = 0.2. Moreover, the recovery and protection rates are
assumed to be identical across all communities, with y4 = vy = 7¢ = 0.2, n4 = ng = n¢ = 0.1,
and wyq = wp = we = 0.4.

We find that the relationship between the basic reproduction number Ry and the parameters «
and £ is non-monotonic (i.e., Ry may either increase or decrease as « or § varies), as illustrated in
Figure 3. This implies that restricting the interconnections among susceptible individuals within
a community has a complex influence on the magnitude of Rgy. Therefore, simply limiting intra-
community connections among susceptible nodes may not be an effective strategy for malware
containment, and other factors should be taken into account when designing protective measures.

Min Ro: 0.244 |
Max Ro: 1.889
Range: 1.645

Ro (Basic Reproduction Number)
Ro (Basic Reproduction Number)

0.00 0.00

06 & 03 030 o 025

040 040

0.50.50 0.50.50

F1GURE 3. Colormaps of Ry with respect to o and S under a fixed §. § = 0.3
(left), 6 = 0.5 (right)

To further illustrate the critical relationship between o and 8 when Rg = 1, we plot in Figure 4
the contour lines corresponding to Ry = 1. The upper-right region enclosed by the contour
represents the parameter space in which malware transmission can be effectively controlled.

To investigate the sensitivity of the basic reproduction number Ry with respect to various
parameters, we adopt a generalized model in which the effects of «, 8, and ¢ associated with
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050 0.50

0.40 0.40
Ro<1 Ro<1
(Safe Zone) (Safe Zone)

030 030

020 Ro>1 0.20 Ro>1
(Epidemic Zone) (Epidemic Zone)

010 010

0.00 0.00
0.00 0.10 020 030 040 050 0.00 0.10 020 030 040 050

FIGURE 4. Contours of o and 8 when Ry = 1 under a fixed §. § = 0.3 (left),
§ = 0.5 (right).

intra-community transmission are disregarded. Specifically, we aggregate the intra-community
contribution into a single parameter & by replacing 1 — @y — ag with a new parameter a. The
same treatment is applied to S and 6. Based on these adjustments, we obtain the following
generalized model:

é,? = —alaBAs;?iB - ozgaCAsfz'c - dk:TAs‘,?@Z-A — VAS‘,? + nAp,? + wAi,?,

i? = alagAs,?iB + OQUCAS,?Z'C + dkTAs,?@f — wAij?,

‘A A A

D = YASE — NAPg,

ékB = —BlachkBic — ﬁzUABS;IfiA — ﬂkTBSkB@zB - 7B3kB + UBPE + WBiEa

i? = BrocpsPic + PaoapsPia + BkrpsPOF — wpil (4.1)

-B B B
Py = 7BSr —NBPk

-C C; C,; N caC c c .C
S = —0104cSEta — 020Bcs g — 0kTosE ©F — yosg + nepy + wely ,
ZkC = (510,40551',4 + (520'Bcskcig + 5]67‘08,?9? — wCikC,

Py = st — nepy, -

0 oa1faopa o2facca  afata(j)a 0 0
B2fBoan 0 prfeocs 0 Bfgre{k)s 0
d1fcoac  d2fcope 0 0 0 dfere(l)c

F= 0 a1 faopa  azfacca O?fATA<<]j>>j 0 0 (4.2)
~ 2
B2fBoAB 0 prfeocs 0 BIBTB <<kk>>: 0
~ 2

orfcoac  d2fcose 0 0 0 5chc<<ll>>cC

nx
Ix nx +x Xeld B0

For the baseline setting, we set a = 8 =§ = 0.3 and a = B =0 =04, and then numerically
compute the partial derivatives of Ry with respect to multiple parameters using the explicit
expression of Ry derived from the polynomials and (3.3). The results are shown in Fig 5.

From Figure 5, it can be observed that Ry exhibits substantially higher sensitivity to &, B,
and ¢ than to «, B, and §. This suggests that intra-group transmission plays a more critical
role in the transmission dynamics and thus warrants greater attention. Furthermore, among the
inter-community parameters, o shows a stronger influence on R than S and 4.

Building upon the above sensitivity analysis of Ry with respect to a and 8, we further explore its
dependence on other essential parameters, including 7, w, 7, and ¢, which characterize the recovery
and transmission capabilities of nodes. Unless otherwise stated in the figures, all parameter settings
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5e-01

le-01

3e-02

8e-03

The elasticity of R,

2e-03

a 8 5 a i 5
Parameter

FIGURE 5. The figure shows the elasticity of Ry with respect to , 8, § and @,
B3, ¢ under uniform distribution.

remain consistent with those in the previous experiments. The network topology is modeled using
either a power-law or a Poisson degree distribution to capture the heterogeneity of connectivity
patterns in real-world networks.

(a) Power Law, 0ac = 0gc = 0.4 (b) Poisson, 0ac = 0gc = 0.4

10 0.55
038 0.50 0.70
0.45 065
@ @ A
S°° ER E
1 040 % It g
Q =3 =3
S 04 < S04 0.60 &5
0.35
0.2 0.30 0.55
0.0 028 0.0 0.50
0.0 0.2 0.4 06 038 1.0 0.0 02 04 06 038 1.0
Opa = Oca Oga = Oca

FIGURE 6. The figure shows how much R is under fixed 0 4c = op¢ and different
opa = oca and ocp = o0ap. The left figure follows power law, while the right
follows poisson distribution.

10 (a) Power Law, Tc =0.2 10 (b) Poisson, ¢ = 0.2
0.8
12
) 0.8
0.7
1.0
! 06 o 0.6 g
3 3
o @ o
> = >
0.5
. < 04 082
0.4
0.6
. 0.2
0.3
0.4
X 0.0
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
TA Ta

FI1GURE 7. The figure shows how much R is under fixed 7¢ and different 74 and
7. The left figure follows power law, while the right follows poisson distribution.

A detailed comparison of the figures reveals several notable features. Except for Figure 7, the
overall structure of the colormaps remains nearly unchanged, although the magnitude of R varies
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(a) Power Law, T3 = 0.3, Tc = 0.2 (b) Poisson, Tg = 0.3, Tc = 0.2

1.0

FI1GURE 8. The figure shows how much R is under fixed 7¢ and 75 and different
7o and opa = oca. The left figure follows power law, while the right follows
poisson distribution.

(a) Power Law, T4 = 0.4, Tc = 0.2

(b) Poisson, Ta=0.4, Tc = 0.2

o
3

Ry

=0cs
o
>
°

OaB

o
=
o
=3

FI1GURE 9. The figure shows how much R is under fixed 74 and 7¢ and different
7 and gap = ocp. The left figure follows power law, while the right follows
poisson distribution.

significantly. Under the Poisson degree distribution, the values of Ry are consistently higher and
more likely to exceed the critical threshold Ry = 1. In Figure 7, R( attains its maximum when
both 74 and 75 approach 1.

Furthermore, comparing Figure 8 with Figure 9 shows that, for power-law networks, R exhibits
similar spatial distributions under parameter pairs (74,054 = oca) and (75,045 = ocp). In
contrast, within Poisson networks, variations in the parameters of community B lead to a more
pronounced increase in Ry.

From Figure 10, it is evident that community A, being more susceptible to malware, also exerts
the greatest influence on the sensitivity of Rg. Under the power-law degree distribution, the
ordering 74 > T > T¢ corresponds to the gradient relation

ORo - ORo - ORo
0TA oTR o1c

b

indicating that higher transmission capability within a more vulnerable community yields a greater
marginal effect on Rg. A similar pattern is observed for the parameters o .

4.2. Stability of the malware-free equilibrium. We first verify that when Ry < 1, the
malware-free equilibrium is globally asymptotically stable, in agreement with the results reported
in Theorem 3.3. Furthermore, for the specific parameter values and initial conditions tested below,
our numerical simulations show that the system converges to this equilibrium.

It is worth noting that, unless stated otherwise, all parameters are fixed at the values specified
above. Initial conditions are chosen as (s%,i%,p%) = (1 — ig,9,0) for X = {A, B,C}. Only the
community maximal degree kx and initial infected computers ratio z’§( for X = {A,B,C} are
varied for convenience, as larger community maximal degrees generally lead to higher values of
Ro.
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FIGURE 10. The figure shows the sensitivity of Ry to spread and recovery pa-

rameters under power law.
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Dynamics of infected computers in the three communities under the

uniform distribution. The basic reproduction number of the system is Rg = 0.612.
The initial values are (i%,i%,if) = (0.1,0.5,0.9) (left) and (0.2,0.5,0.8) (right).
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Three Community Prevalence | poisson, R0=0.624
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FIGURE 12. Dynamics of infected computers in the three communities under
the Poisson distribution. The system has Ry = 0.624. The initial values are
(ik,i% ., i%) = (0.1,0.5,0.9) (left) and (0.2,0.5,0.8) (right), with k4 = 2, kp = 2,

ko = 3.

Figures 11-13 illustrate that, irrespective of whether the initial conditions are (ig,i%,i’é)
(0.1,0,5,0,9) or (0.2,0.5,0.8), and regardless of whether the degree distribution is uniform, Pois-
son, or power-law, the system asymptotically converges to the malware-free equilibrium. These
results confirm the asymptotic stability of the equilibrium and provide additional support for our
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10 Three Community Prevalence | power, R0=0.520 10 Three Community Prevalence | power, R0=0.520
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FIGURE 13. Dynamics of infected computers in the three communities under
the power-law distribution. The system has Ry = 0.520. The initial values are
(i%, %, i) = (0.1,0.5,0.9) (left) and (0.2,0.5,0.8) (right), with k4 = 2, kp = 2,
ko = 3.

conjecture of its global stability. Notably, even when the initial proportion of infected nodes is
high, the system is capable of eliminating the malware autonomously.

As shown in Figures. 11-13, regardless of whether the initial conditions are set as (ifﬁ;7 i’fg, ik) =
(0.1,0.5,0.9) or (0.2,0.5,0.8), and regardless of whether the network degree distribution follows a
uniform, Poisson, or power-law form, the system eventually converges to the malware-free equilib-
rium. By examining the temporal decay of the infection density, we observe that the convergence
time to the steady state varies substantially across different degree distributions. Under the homo-
geneous degree distribution, the infection densities in the three communities decay at the fastest
rate and converge to zero within a short time interval. Moreover, the corresponding trajectories
of the communities nearly coincide throughout the evolution, indicating a high level of synchro-
nization. This implies that, in networks with homogeneous connectivity, the infection dynamics
across communities evolve on comparable time scales and exhibit similar asymptotic behavior.

In contrast, for Poisson and power-law degree distributions, the decay of the infection density
is significantly slower. The system exhibits pronounced long-tail transient dynamics before reach-
ing the steady state, and the trajectories associated with different communities show noticeable
deviations. This reflects a desynchronization in the infection dynamics, with heterogeneous de-
gree distributions inducing multiple characteristic time scales and non-uniform convergence across
communities.

4.3. Stability of the endemic equilibrium. In this section, we first describe the numerical
procedure for computing the malware-infected equilibrium. We then present evidence support-
ing our conjecture that this equilibrium is locally asymptotically stable, though our numerical
experiments suggest potential global convergence.

To begin, we replace the variables s and Og in the formulas with i and ©; to ensure self-
consistency in the equations. By substituting the equilibrium expressions for the protected nodes
in the model and applying the fundamental conservation of proportions: At equilibrium for the
protected nodes, we have pi = yx sy — nxpj = 0 implies py = Z—;‘skx , and by the normalization
condition, si¥ + i + pi = 1.

(k%) x

We then introduce the new variables: px = nx"fyx and kKx = Bx which allow us to rewrite

the susceptible fraction and the mean-field term as

X = px(1—i%), O = px(1-6)).
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We then obtain the self-consistent differential equations in the malware-infected equilibrium:
ian=010p4pa(l —ia)ip + azoca pa(l —ia)ic
+(l—o1— o) (f)aTtapa(1— 0108 —waia,
ip = procp p(l —ip)ic + Baoap pa(l —ip)ia
+(1—=B1—B2) (k)T p (1 —02)0F —wpig,
ic =010ac pc(l —ic)ia+ da0c pc(l —ic)ip
+ (1= 61— 62) ()¢ 70 pe (1 - 65)6f — weic, (43)
@;4=Ozlo'BApA(l—@?)’L’B—FOQO'CA,OA(I—@?)Z'C .
+(1—a; —a)Taparall —ig)0f —w 08,
08 = Biocp p(1 — OF)ic + Bacap pp(1 — OF)ia
+(1—B1—B2)TBppkp(l —ip)OF —wpOF,
@ZC = 510'AC pc(l — @ZC)ZA + 520'30 pc(l — @lC)ZB
+ (1 =61 — d2) 7¢ pe ke (1l — ’Lc)@ZC — wCQiC.
By setting the left-hand side of equation 4.3 to zero, the equilibrium (ia,ip,ic, 9%, 08, 0¢)
can be computed by reducing the high-dimensional model to the six-dimensional system in equa-
tion 4.3. This system is effectively quadratic, allowing for rapid solution using Newton’s method[12].
Although a closed-form expression for the equilibrium is generally not available, a numerical
solution can be obtained. This enables transformation of the system to its equilibrium state and
computation of the basic reproduction number at equilibrium. Such a procedure allows verification
of the asymptotic stability of the system under specific parameter configurations.
To further support our conjecture regarding the global stability of the malware-infected equi-

librium, we examine scenarios in which Ry > 1 under various degree distributions. The results
are shown in Figure 14, 15 and 16

Three Community Prevalence | uniform, R0=4.068 Three Community Prevalence | uniform, R0=4.068
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Infected (B) Infected (B)
—— Infected (C) 0.8 —— Infected (C)
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Time Time

FIGURE 14. Dynamics of infected computers in the three communities under
the uniform distribution. The system has Ry = 4.068. The initial values are
(ik ik, %) = (0.1,0.5,0.9) (left) and (0.2, 0.5,0.8)(right), with k4 = 20, kg = 30,
ko = 40.

Different degree distributions alter the structural heterogeneity of the network and thereby
exert a significant influence on the evolution of spreading dynamics. Under a homogeneous degree
distribution, the network structure is relatively regular, and the roles of individual nodes in the
spreading process are approximately equivalent, leading to a smooth temporal evolution of the
infection proportion.

For the Poisson degree distribution, node degrees in the network exhibit random fluctuations.
Numerical results indicate that the system reaches the steady state more rapidly, and the steady-
state infection levels across different communities are close to each other, allowing the spreading
process to diffuse more uniformly throughout the network.
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FIGURE 15. Dynamics of infected computers in the three communities under
the Poisson distribution. The system has Ry = 6.670. The initial values are
(i%, %, i%) = (0.1,0.5,0.9) (left) and (0.2,0.5,0.8)(right), with k4 = 10, kp = 12,

kc = 16.
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FIGURE 16. Dynamics of infected computers in the three communities under
the power-law distribution. The system has Ry = 1.052. The initial values are
(ik ik, %) = (0.1,0.5,0.9) (left) and (0.2, 0.5,0.8)(right), with k4 = 20, kg = 10,
ko = 20.

Under the power-law degree distribution, although a small number of high-degree nodes exhibit
relatively high infection proportions, the majority of low-degree nodes maintain low infection levels.
As a consequence, the overall average infection level remains low. This phenomenon reflects a non-
uniform steady-state structure in which the spreading dynamics are primarily sustained by high-
degree (hub) nodes. This observation is consistent with existing studies showing that spreading
processes in heterogeneous networks are dominated by hub nodes.
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